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What is digital identity?
The digital identity is defined as a „unique representation of a subject
involved in an online transaction”. Thus it contains two elements: subject representation and support in online transactions, carried out, for
example, to open an online bank account, submitting an application to
public administration via an electronic channel, or completion of automatic identification, which allows physical access to parts of the company’s building. The „Identity” itself can be defined as a collection of
attributes associated with the subject. Digital identity represents the
subject (attributes connected to the subject) and is used in electronic
transactions. A unique digital identity is bestowed in the context of digital services. However, it does not have to identify the subject uniquely in
all possible contexts.
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How are the functions of electronic
identification and trust services such
as electronic signature and delivery in
the public administration and public
services sector regulated?
The European Union Regulation no 910/2014, hereinafter referred to as
eIDAS regulation, describes the rules of digital identification and trust
services - such as a digital signature or electronic delivery - concerning
electronic transactions in the internal EU market. The Act on trust and
services and digital identification adjusts this regulation to the Polish law.
Digital identification provides information about users of digital services,
whereas it does not guarantee evidence of electronic transactions. The
provision of tools used for digital identification, in principle, is commissioned to the Member States of the European Union. Although they can
get into the private sector, this is the case in Poland, where the banking
sector is the leading provider of digital identification. Trust services secure evidence - i.e., signatures, seals, time stamps, delivery recipients.
Companies that primarily provide various not-qualified and qualified
trust services under the mandatory supervision of member states.
After the effective implementation of the eIDAS regulation in 2016, it is
currently undergoing review and preparation for coverage and implementation, so called eIDAS v2.0. It proposes the creation of an EU Digital
Identity Wallet to enable user identification in online processes in a new,
standardized formula.
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So what is eIDAS 2, and what is the
state of work on the new regulation?

The outcome of eIDAS 2 will be to provide solutions that allow the use
of digital identification and trust services from the point of mobile device by every UE citizen, without the expense of barrier entry and with the
guarantee that it will be accepted and used in the broadest possible range of ways. The draft of ammendmends to the eIDAS was published on 3
June 2021; since then, the negotiations have been taking place, on its final version, on the level of the work of the European Parliament as well as
the Member States coordinated by the European Commission. In march
2022 French presidency proposed a range of agreed changes to the regulation’s draft. The changes will be confirmed by the end of this year.
Simultaneously with the legislative work, the technical work is carried
out. It aims to determine a consistent and referential technological solution that will be common for the functioning European Union Wallet.
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What will be a Digital Identity Wallet?
The Digital Identity Wallet, as a key element of the planned new version
of eIDAS regulation, should be an execution of the right of every person
who qualifies for a national ID card to:
1

having a digital identity that is recognizable in the whole UE,
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having easy and safe control over how much information we want
to provide to the websites that give the services and demand
information,
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guarantee of acceptance of the digital identity tool
in public administration and the commercial sector.

Digital wallets will implement European digital identity in mobile applications on smartphones and other devices.

MOBILE
APP

DESKTOP
APP
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What features should the Digital
Identity Wallet have?
The planned wallet should be:

technology-neutral – accessible on leading operational mobile
systems and computers,

cross-border – every issue in the EU wallet will be honored in any
of the EU member states,

available for free to all interested citizens and residents
of the Union,

available also for public subjects and private companies,

functioning online as well as offline,
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volitional for citizens - there will be no obligation to use the wallet,
e.g., in contact with the state officials,

issued by member states or recommended organizations or the
one recognized by member states, which make a wallet available
for the end-users,

common – every member state will be obliged to propose to all its
citizens at least one wallet,

enriched with the possibility of storing a credential from both
certified qualified and non-qualified trust service providers,

safe – it was assumed that the „high” security level would be applied,
which means that its purpose is to prevent the possibility of identity
spoofing or modification.
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The Digital Identity Wallet will be
a tangible or intangible entity that:

presents data that identifies a person,
presents the electronic confirmation of attributes,
pursue digital identification and authentication to the
services,
creates qualified seals and signatures.
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What should the Digital Identity
Wallet give to the citizens of the
European Union countries?
The purpose of the wallet is to give users control over their interactions
and presence on the Internet.

The main areas (use cases) in which the digital wallet functions
will apply are:

EMPLOYMENT

EDUCATION

THEATRE TICKETS

1. safe, trustworthy, and convenient identification in order to gain access to the online
services - e.g., to self-serve with the mobile,
energy, and banking services provider,
2. identification in “ground-base” processes
- access to the concert, sports event,
3. use of a digital driving license,

ROOM KEYS

4. access to e-health services, such as patient
account, e-prescriptions, covid certificate etc.

WARRANT

5. verification and confirmation of education/professional qualifications,
6. age credentials.
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If the wallet becomes a „container”, enabling safe storage and usage of
authenticating data /credentials, along with those compliant with eIDAS
and linking these (i.e., credentials/authenticate data) within one transaction. In that case it would become a tool that can be used in many
different situations, e.g., as access to public services, such as:

submitting a request for a birth certificate or medical certificate,
reporting a change of address
open the bank account,
submitting a tax declaration,
apply for admission to higher education in your own country
or another Member State,
store medical prescriptions that can be used anywhere in Europe,
presenting a document confirming age (required, e.g., for purchases)
without disclosing the date of birth,
car rental with a digital driving license,
checking in a hotel,
logging in to online services without the need to set logins
and passwords,
purchase an authentic product (valid, authentic ticket for
a match or concert).

The use of European digital identity will reduce the possibility to profile
user by digital services providers and will increase the level of user anonymity towards providers of credentials and attributes. The user will only
provide the trustworthy partakers with the necessary data. At the same
time, the attribute issuer will not be able to control the places where the
issued attributes have been used.
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Planned profits and obligations for
the commercials companies
Commercial companies - providers of online services (but also onsite) will
become a natural beneficiary of the implemented Digital Identity Wallet.
Businesses in European Union will gain the following benefits from the
implementation of this new tool of remote identification:
time and costs savings as a result of execution of most of the
business processes online, which may translate into a more
significant amount of clients,
replacing multistage forms filling by a one-step process of putting
customers on the market (remote onboarding),
better monitoring and a higher level of trust in the origin of
the documents due to digital time stamp and digital seal activated
in a digital wallet,
higher level of trust in cross-border transactions, which will
translate to better opportunities for expansion, which means
a lower risk of extortions and frauds,
encode peer-to-peer connections, which may be used to exchange
messages between two parties without intermediaries.
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To be able to accept Digital Identity Wallet within its own business processes, companies will have to meet the requirements allowing the connection of the company’s IT system to the issuer of the European identity
wallet in a given country or suitable integrator or to be a company registered in the EU. Companies from banking, energy, telecommunication,
and belonging to the so called VLOP (Facebook, YouTube, etc.) sector will
be obliged to accept mobile identity wallets in their business processes.
This will be done only at the voluntary request of the user and with the
minimal attributes necessary to the use of the particular online service
for which authentication is required, such as e.g, age confirmation.
On the premise, European digital identity, besides functionality activated
in the digital wallet (such as the possibility of issuing a remote electronic
signature on its basis or obtaining confirmation of attributes), also assumes changes in known to us trust services.
Therefore, two new services will appear:
		

electronic document archiving and seals,

		
		

entry in the electronic registration/registration of digital
data in a digital book.
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DELIVERY

ATTRIBUTES

We anticipate that the banking sector in Poland is already characterized by a high level of digitalization and modernity of tools available
for clients. Thus it will use a digital wallet, mainly for the following
processes:

·
onboarding of new clients, including companies, in remote channel:
		
		
onboarding new and identification of current customers in
		
physical/onsite channel,
		
		

obtaining and existing qualified digital services - signature,
seal, delivery.

On the other hand, telecommunication and energy sectors, in which
the popularity of services like Online Custom Services is lower than in
the banking sector, and there is a lack of popular transaction security
tools, such as an annex signature in the digital channel, will use the digital
wallet in:
online onboarding and logging in to Online Custom Services
centers and integration services,
signing the annex on the bases of signatures embedded
in the wallet,
services of digital delivery.
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Consequences for the market
development
It is very likely that as a result of the introduction of the digital wallet,
the costs of persons and business entities identification will drop significantly. Consequently, typical verification restrictions will be reduced.
Presumably, the introduction of decentralized identification techniques will make the two sides of the interaction, e.g., public administration
contacting a citizen or seller contacting its client, will be able to verify
each other in a safe, certain and standard way.
There will likely be a list of organizations that a citizen can trust and
those that the citizen cannot trust. Such lists will ensure quick determination if a given organization contacting citizens is legal and thus trustworthy.
A new service will emerge, specified in issuing attributes. And attributes providers should become the providers of trust services So
in order for an institution, e.g., a university, to issue a digital attribute
certificate (e.g., for graduation), it probably will have to use an external
integration service.
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A well-functioning ecosystem will require effective cooperation of public
administration on the level of individual Member States with business
entities. On the one hand, integrators of electronic identification trust
services will play an increasingly important role, for which the wallet will
be a key tool made available to commercial entities, and thus end-users.
At the same time platforms enabling the execution of transactions - primarily signatures and electronic deliveries in the context of document
circulation - will grow in strength. They will act as stand-alone solutions
and services in the B2B2BC formula. After all, a „boom” for the massive
use of mobile identification solutions in the onsite channel has a chance
to begin - that is, at sports and cultural events. Additionally, this digital
ecosystem will need to include incentives for citizens and consumers to
engage in it en masse.

NEXT STEPS
The European Commission plans to present referential technical solutions for the Digital Identity Wallet in autumn 2022. Next, they will work on
great scale pilots that will aim to demonstrate the wallet in different industries and different usage. The expected date of adaptation of eIDAS2 is
the end of 2022, with a presumed two-year vacatio-legis.
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Contact the authors of this brochure to learn more about changes to eIDAS2, the Digital Identity Wallet, and how you can
leverage the coming changes to grow your business.

Miłosz Brakoniecki

Michał Tabor

Partner, board member in

Partner, board member in

Obserwatorium.biz

Obserwatorium.biz

milosz.brakoniecki@obserwatorium.biz

michal.tabor@obserwatorium.biz

Cooperation in production:

Sławomir Hadryan

LEGAL NOTE:
The opinions contained in the report are based on the knowledge and experience of the brochure’s authors. The authors are not responsible for any decisions made based on the opinions
issued under this document.
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